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§ 518.12 Initial denial authority (IDA). 
An official who has been granted au-

thority by the head of a DoD Compo-
nent to withhold records requested 
under the FOIA for one or more of the 
nine categories of records exempt from 
mandatory disclosure. The Department 
of the Army’s Initial Denial Authori-
ties are designated in § 518.58(d).

§ 518.13 Appellate authority. 
The Head of the DoD Component or 

the Component head’s designee having 
jurisdiction of this purpose over the 
record. The Department of the Army’s 
appellate authority is the Office of 
General Counsel.

§ 518.14 Administrative appeal. 
A request by a member of the general 

public, made under the FOIA, asking 
the appellate authority of a DoD Com-
ponent to reverse an IDA decision to 
withhold all or part of a requested 
record or to deny a request for waiver 
or reduction of fees.

§ 518.15 Public interest. 
Public interest is official information 

that sheds light on an agency’s per-
formance of its statutory duties be-
cause the information falls within the 
statutory purpose of the FOIA in in-
forming citizens about what their gov-
ernment is doing. That statutory pur-
pose, however, is not fostered by disclo-
sure of information about private citi-
zens that is accumulated in various 
governmental files that reveals little 
or nothing about an agency’s or offi-
cial’s own conduct.

§ 518.16 Electronic data. 
Electronic data are those records and 

information which are created, stored, 
and retrievable by electronic means. 
This does not include computer soft-
ware, which is the tool by which to cre-
ate, store, or retrieve electronic data. 
See § 518.10 (b)(2) and (c) for a discus-
sion of computer software.

§ 518.17 Law enforcement investiga-
tion. 

An investigation conducted by a 
command or agency for law enforce-
ment purposes relating to crime, 

waste, or fraud or for national security 
reasons. Such investigations may in-
clude gathering evidence for criminal 
prosecutions and for civil or regulatory 
proceedings.

POLICY

§ 518.18 Compliance with the FOIA. 

DoD personnel are expected to com-
ply with the provisions of the FOIA 
and this Regulation in both letter and 
spirit. This strict adherence is nec-
essary to provide uniformity in the im-
plementation of the DoD FOIA Pro-
gram and to create conditions that will 
promote public trust.

§ 518.19 Openness with the public. 

The Department of Defense shall con-
duct its activities in an open manner 
consistent with the need for security 
and adherence to other requirements of 
law and regulation. Records not spe-
cifically exempt from disclosure under 
the Act shall, upon request, be made 
readily accessible to the public in ac-
cordance with rules promulgated by 
competent authority, whether or not 
the Act is invoked. 

(a) Operations Security (OPSEC). DA 
officials who release records under the 
FOIA must also consider OPSEC. The 
Army implementing directive is AR 
530–1. Section 518.53 of this publication 
gives the procedure for FOIA personnel 
and the IDA to follow when a FOIA re-
quest appears to involve OPSEC. 

(b) DA Form 4948–R. This form lists 
references and information frequently 
used for FOIA requests related to 
OPSEC. Persons who routinely deal 
with the public (by telephone or letter) 
on such requests should keep the form 
on their desks as a guide. DA Form 
4948–R (Freedom of Information Act 
(FOIA)/Operations Security (OPSEC) 
Desk Top Guide) will be locally repro-
duced on 81⁄2×11-inch paper. A copy for 
reproduction purposes is located at the 
back of this regulation. The name and 
telephone number of the command 
FOIA/OPSEC adviser will be entered on 
the form.
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